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Puc. 1. TexHonorus NFC B cucteme
6aHKOBCKWX Nnatexen

TexHonorus NFC.

CeronHs — OeCKOHTaKTHbIE NAaTexwu,

3aBTpa Be3ne?

B cratbe paccmarpuBaiotcs nepcnektusbl texHonoruu Near Field Communication, npusegeHb
Haubonee pacnpoctpaHeHHble cLeHapuu ucnonb3osarus NFC-ycrpoiicTs.

€CIIPOBOJAHBIE TEXHOJIOTUU CHOBA T'OTOBAT

OYePENHON «IIEPEBOPOT» YCTOSABIIENCS

1 KoHcepBaTUBHOI cdepsl. Ha aToT pas —
crcTeMbl 6aHKOBCKUX IutaTexxeir. CMapTgoHbI
¢ texuosorussMu Apple Pay u Samsung Pay
YCIEIITHO ITPOKJIAIBIBAIOT ITyTh K 6aHKOBCKUM
cyeTaM POCCUICKUX MOKymaTeseit. [To JaHHbIM
xoMmanuu Apple, pocT ducia moIb30BaTeNel,
HCIIONIB3YIOLINX TexHomoruio Apple Pay, mpe-
BoIcr1 500%. O mocnencTBusxX 11 6AaHKOB,
TOPTOBBIX ceTell 1 0ObIBaTese Gy/ieT CKa3aHo errje
MHOr0. Ho MOXXHO IIPe/IIIOI0KUTD 1Ba BAPHAHTA
Pa3BUTHUS CUTYALINH, €CIIA TEHICHIIUS IIPOJOJI-
KUTCSL. Bo-T1epBbIX, HE06X0IUMOCTH GAHKOBCKHX
KapT, a 3a0/IHO M «KJIACCUYIECKUX» HaHKOBCKUX
CEPBUCOB I10 IIEPEBOY [ICHET, OKAXKETCS TIOJT
6OJIBIIIM BOIIPOCOM. BO-BTOPBIX, IPAKTHYECKI
KaKabIi cMapTdoH (puc. 1) 6ymeT moxmepKu-
Batb Texnosoruio Near Field Communication
(NEC). A 3HauuT, camoe BpeMsi OCBEXKHUTb CBOU
IIO3HAHUA U HOI[yMaTb O BO3MOXHBIX ccbepax
npumeHeHns NFC, yauTeiBas ee 0KuaeMyIo
[TOBCEMECTHYIO IOCTYITHOCTb.

OcHosbl NFC

B ocnose texnonoruu NFC jexur 6ecrpoBop-
HO€ B3aUMOJIEHICTBHE IBYX YCTPOICTB Ha YacTOTe
13,56 MI'ty (puc. 2). Texnomorus paccauTana Ha Hc-

TIOJTb30BAHME B TeX CIydJasiX, KOTTA yCTPOICTBA
HAXOJSITCSL B HOITOCPEICTBEHHOM 6IM30CTH APYT
oT fpyra (Ha paccTOSHUHU HpUMepHO 1o 10 cM).
BaskHOE IIPenMyIIIecTBO, 00y CIOBIEHHOE He-
6OJIBIIUM panuycoMm HefCTBUA U B3aUMOIEN-
CTBUEM TOJIBKO JIBYX YCTPONCTB, — OOblIast
6€30ITaCHOCTB JJAHHBIX IO CPABHEHHIO C IPYTHMH
6eCIpOBOIHBIMHU ITPOTOKOJIAMH.

Texnonorus NFC npenycmarpusaeT Tpu MoJienn
B3ANMOJICHCTBHS: «ITEHNE/3AMIC», «TOUKa—~TOTKa»
1 OMYJIANUS KapThl (puc. 3).

B pexume «arenue/3anuck» NFC-ycTpoiicTBo
(nmm emaprdon ¢ NFC) Bsaumopeiictsyer ¢ NFC-
MeTKOI, CIUTHIBAET FIN 3aIIChIBaeT MH(OPMAIHIO.
MHTepecHDBIN MTPAKTUYECKUN PeaTn30BaHHbIN
puMep: cMapT(HOHBI ABTOMATHYECKH 3arPYKaIoT
OIpefieJIEHHBIN Ca¥iT, 3allIUTHIN B NFC-metke
PeKIaMHOTO CTEeH/a.

B pexxume «rouka-Touka» gBa NFC-ycrpoiicTsa,
HaIpuMep JiBa cMapT(dOHa, MOTYT 0OMEHHBAThCSI
nrOpManueil Apyr ¢ Apyrom. B atom ciygae mpu
YCTaHOBJICHHUU COSIUHEHNS ONHH U3 Tesle(hOHOB
¢ynxuunonupyer B kagecrBe NFC-MeTKn.

B pesxime amymsmun kapTel NFC-ycrpoiictBo
(yukmonupyer B KadecTBe KapThl, COBMECTH-
Mmoii co cranpaprom ISO/IEC 14443. ITpumep
IIPaKTHYECKOT0 IPHMeHEHNs — HCIO0Ib30BaHue
cMapTdOHa B KaIeCTBe IPOITYCKa, IEKTPOHHOTO

1ISO14443/18092
TMn A

1SO14443
TMn B

1ISO18092
T1n C

OI'IepaLlVIOHHaﬂ COBMECTUMOCTb

Kapta

YcTponcTBo
(mMobunbHoe,
MK, Hocumoe)

MeTka

Puc. 2. Pexknmbl paboTbl, hopM-thakTopbl U CTaHAAPTbI
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HoBblE TEXHONorvvn I

Ousera u, COOCTBEHHO, /IS OCYIIIeCTBICHIUS 6ec-
KOHTAKTHBIX ILIATeKe.

OTnuauTeNbHBIE 0COOEHHOCTH IIPOTOKOJIA
110 CPaBHEHHIO C IPYTUMHU CIIocob6aMu 6ecrpo-
BOJHOM Ilepe/layyl JaHHBIX — 3alUIIEeHHOCTD,
HH3KO€ 9HepronoTpebIeHne, HU3Kask CTOUMOCTb
YCTPOWCTB.

ITpu BcrpanBanuu NFC B pasnudHble ycTpoiicTBa
Yarlie BCero MCIOJIb3YeTCs PEKUM «ITeHHe/3aINChy.
B arom ciryuae B ycrporicrse pacrionaraercss NFC-
MeTKa, a cMaptdou ¢ NFC urpaer poJib aKTHBHOTO
yerpoiicrsa. NFC-MeTka QyHKIHOHUpYeT Kak SeMeHT
IIaMATH ¢ IByMs nopTamu. ITo ofgHOMY 13 HOpTOB
obparmaercst cmaptdon yepes NFC-unTepdeiic.
ITo npyromy nopTy NpOUCXOHUT B3AUMOJIEHCTBIE
ycrporictsa ¢ NFC-Merkoit 110 mHTepQeICHOI IIHE.
Cxema B3auMOJIEHCTBIS IIOKAa3aHa Ha PUC. 4.

Mpumepbl HICNONb30BaHUA

®usnueckuit KOHTpPOnNb AocTyna

Texnomnorus NFC nossosisier HCIonb30BaTh
cMapTdOH B KauecTBe KapThl 0CTyma. KomraecTso
ucnonbayembix NFC-«xmodeit» ceifgac ysxe yBenu-
IHBACTCSI eKETOHO Ooiee deMm Ha 10%, HO OCHOB-
HOI POCT, Cy/isl TIO BCeMy, emre Brepenu. Cxema
HCIIOTB30BAHUS IPEJeIbHO IPOCTa: CMaPTHOH
B KauecTBe aktuBHOro NFC-ycrpoiicrsa + NFC-
MeTKa, HallprMep JUIS IBePHOTO 3aMKa.

OGHOBNEHHE fAHHBIX H MPOLINWBOK

Enrte omuH BO3MOKHBII CIleHapHi — OOHOBJICHIIe
TPOIITHBKY M 3arPpy3Ka MOOBIX IPYTHX TaHHLIX.
B aTOM Cirydae MBI MOKEM CYIECTBEHHO CIKO-
HOMMUTb Ha yCTPONCTBAX, PaHEe UCIOJIb3yeMbIX
IJIS 3aTrPY3KH NaHHBIX, Bpoae CD-npusonos.
B namem ciygae NFC-meTKa BLICTYIIaeT B POJIA
CBOEro POJia MOJIEMA, COEIUHAIOIIEr0 YCTPOUCTBO
co cMapTOHOM, C KOTOPOTO I OY/yT 3aTPyKaThCs
BCe HeOOXOIMMBIE TaHHEIE.

«PacwmupeHHblit» HHTepdeic

Ha unrepderic ynpasieHns T065IM YCTPOICTBOM,
Ha4YnHaA OT XOJIOOUJIBHUKOB U KOHTUITOHEPOB
1 3aKaHYMBAsI CHIEI[MATN3UPOBAHHBIMY PelIeHUSIMH,
HAKJTaIbIBAIOTCS CYIIeCTBEHHBIE OTPAaHIIeHNS
110 pa3Mepy, d9HePronoTPeOIeHUI0, CTOUMOCTH.
Kak Hacger TOro, 4T06bI OCHACTUTH YCTPOUCTBO
CEHCOPHOII IaHEJIbIO0 IPAKTUIECKU 6e3 T0ToI-
HUTEJIBHBIX 3aTpar?! CeHCOpHas MaHelb B BUJE
cMapThOHA yKe JIOKUT B KAPMaHe I0Ib30BaTeJIel,
©IMHCTBEHHBII BOIIPOC — OPraHM30BATh COTIPSDKe-
HHe cMapTOHA C IIPOEKTHPYEMbIM YCTPOICTBOM
(puc. 5). ITockonbKy 60IBIIHHCTBO cMapTHOHOB
Bckope o63aBenyTcs pynkuueit NFC, croumoctsb
NFC-metku craHet Bce 60jiee He3HAYUTEIbHOI.
To ectb pellleHre HATIPAIIIBAETCS CAMO COOOTA.

* %%

MBI paccMOTpeITH JTUIIb HeKOTOPEIe, Hanbosee
pacnpocTpaHeHHbIe CIleHAPUH UCTI0Ib30BAHNUS
NFC-ycTpoiicTB, KOTOPBIE, CyIs 110 BCEMY,
He CeTOoflHs 3aBTPa OKAKYTCA B PyKaX KaKIOTro
TIOJIb30BaTeNs. A TIOKa 3TOTO ellle He ITPOU3OIILIO,
eCTb BpeMsi 60Jiee OAPOOHO ITO3HAKOMUTECS
C TeXHOJIOTHEN U «IOIIYIaTh» PYKaMH COOT-
BETCTBYIOIIIME 3IEMEHTBI U «HCCIIeTOBATeIbCKUe
HaOOPBI IPOU3BOMUTEIIEl», YTOOBI He OKa3aThCsI
B apbeprapie 3a0era Ha IJIUTEIbHYIO TUCTaHIHIO
110 Ha3BaHueM «lIHTepHeT Bereit». M
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Puc. 3. Mogenu Bsaumogeicteus NFC-yctpoticta

YcTpolicTBo
c NFC

WNHTepdelic
NFC

WHTepeiic

MUKpOKOHTpORNnep

MoakntodeHHas NFC-meTka

Puc. 4. Cxema B3aumMofencTeus «cMapToH—MeTKa» no texHosorun NFC

CeHCOpHbI 3KpaH yCTpoincTBa
¢ NFC pacwwupsieT uHtepdeiic
1 BO3MOXHOCTU ynpaBrieHus
npoayKToM

I I

MeTka npucoeanHsieTcs
K MUKPOKOHTpOMnepy
npogykTa no wuxe 12C

MeTka MoxeT 6bITb
MHTErpupoBaHa
B MeyaTHyto nnarty
WU BbIMOSTHEHa B BUAe
OTAENbLHOro Moayns

Mo6unbHoe yCTPOMCTBO coeanHsieTcs
¢ npogyktom no NFC, ncrnonbays kaHan
NTAG I2C

Puc. 5. CxeMa conpsixkKeHWs passiMuHbiX YCTPOWCTB YCTPOMCTB CO CMAapT(hoHOM
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